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1. What is the TikTok ban? 
 
Effec�ve June 2, 2023, all federal contracts and solicita�ons are required to include a 
new Federal Acquisi�on Regula�on (FAR) clause: FAR 52.204-27, Prohibi�on on a 
ByteDance Covered Applica�on 
 
This new provision prohibits individuals from having or using TikTok or any successor 
applica�on or service by ByteDance Limited on any information technology equipment or 
system used under a federal contract that contains FAR clause 52.204-27, whether the 
informa�on technology equipment is issued by the University or is personally owned.  

 
2.  What is the defini�on of “Contractor”? 
 

“Contractor” means any individual or other legal en�ty that (1) Directly or indirectly 
(e.g., through an affiliate), submits offers for or is awarded, or reasonably may be 
expected to submit offers for or be awarded, a Government contract or a subcontract 
under a Government contract; or (2) Conducts business, or reasonably may be expected 
to conduct business, with the Govermnment as an agent or representa�ve of another 
contractor.  
 

3.  What informa�on technology is impacted by the ban? 
 
Informa�on technology (IT) owned or operated by federal agencies, and IT "used by a 
contractor under a contract with the execu�ve agency that requires the use" of that IT, 
whether expressly or "to a significant extent in the performance of a service or the 
furnishing of a product."  
 
Informa�on technology does not include any equipment acquired by a Federal 
Contractor that is incidental to a Federal contract.  

 
4. Does the TikTok ban extend to personally owned devices, such as a cell phone?   

 
Yes, it may.   A contractor is prohibited from having or using TikTok on any informa�on 
technology owned or managed by the Government, or on any informa�on 
technology used or provided by the contractor under a federal contract, including 
equipment provided by the Contractor's employees.  Accordingly, if the personally 
owned device is required by the agency under the contract or if the personally owned 
device is used to a significant extent in the performance of the federal contact, the 
personally owned device can not contain the TikTok app or be used to access or use the 
Tik Tok website (www.tiktok.com). A personally-owned cell phone that is not used in the 
performance of the contract is not subject to the prohibi�on. 

 
5. What is considered use to a significant extent in the performance of the contract?   

 

https://www.federalregister.gov/documents/2023/06/02/2023-11756/federal-acquisition-regulation-prohibition-on-a-bytedance-covered-application
https://www.federalregister.gov/documents/2023/06/02/2023-11756/federal-acquisition-regulation-prohibition-on-a-bytedance-covered-application
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While the FAR Clause does not define what cons�tutes “significant” or “incidental” use, 
using a device to occasionally respond to emails about a covered federal contract does 
not appear to trigger the ban of TikTok.  However, this interpreta�on is subject to change 
pending further guidance on the interim rule.   
 

6. How is Pit implemen�ng the ban? 
 
When Pit receives a contract incorpora�ng the FAR, OSP will contact the PI  and the PI 
will be required to confirm the following: 
 
• You and your project teams understand the requirements of the FAR 
• You and your project teams will not use the TikTok app in performance of a federal 

contract 
• If the app is downloaded, you and your project teams will uninstall the TikTok app 

on any device that is also being used to a significant extent in the performance of 
the federal contract. 

• You and your project teams will not access or use the TikTok website 
(www.tiktok.com) on any device that is also being used to a significant extent in the 
performance of the federal contract. 

 
7. What if I have an employee who is refusing to delete the TikTok app from their personal 

device and they will be using their personal device to a significant extent in the 
performance of a federal contract incorporating the FAR? 

 
 If an employee refuses to delete the app from their personal device and execute a 
declara�on that they have removed the app and will not reinstall it and will not access or 
use the Tik Tok website (www.tiktok.com) on any personal device in which they also 
conduct University related research that must with comply with the FAR clause, then 
that employee will be subject to discipline up to and including the termina�on of their 
employment.   
 
If possible, the employee’s job responsibilities may be re-defined so that the scope of 
their employment duties does not include work under a federal contract that contains 
FAR clause 52.204-27.  

 
 
 
 
 


