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I.  What is the HIPAA Privacy Rule and How does it Affect Researchers?
The Health Insurance Portability and Accountability Act (HIPAA) includes a Privacy Rule that provides Federal standards for safeguarding the privacy of individually identifiable health information that is held by a “covered entity” (in this case, UPMC).   Researchers are obligated to comply with the HIPAA Privacy Rule (hereafter referred to as HIPAA) when they access, use, disclose, and/or create “Protected Health Information” (PHI).  Ordinarily, researchers must obtain the patient’s written authorization or permission to access their PHI, but there are several circumstances where a waiver or an alteration of the authorization requirement can be granted by the University of Pittsburgh Institutional Review Board (for University or UPMC facilities), or by other IRBs or Privacy Boards (for facilities outside of the University or UPMC).  This includes all Oakland based UPMC hospitals, as well as Children’s Hospital of Pittsburgh and Magee- Women’s Hospital, but does not include UPMC Hamot, or certain UPMC facilities outside of the Oakland area.  Check with the IRB if your study will take place in a facility where the University of Pittsburgh IRB is not the IRB of record. 
Note that the HIPAA Privacy Rule makes fine distinctions between “protected health information,” “health information,” and “individually identifiable health information” (see  http://privacyruleandresearch.nih.gov/pdf/HIPAA_Booklet_4-14-2003.pdf, page 2, for those details).  For the sake of clarification, we have abstracted elements from each of these definitions and will characterize Protected Health Information (PHI) in the following way:

A.  Protected Health Information 
· Is individually identifiable health information, whether oral or recorded in any form or medium (e.g., narrative notes; X-ray films or CT/MRI scans; EEG / EKG tracings, etc.), that may include demographic information, and 

· Is created or received by a ‘covered entity,’ that is, a health care provider, health plan, or health care clearinghouse, and 
· Relates to the past, present, or future physical or mental health or condition of an individual, to the provision of health care to that individual, and/or to payment for health care services and 
· Identifies the individual directly or contains sufficient data so that the identity of the individual can be readily inferred

Note that health information obtained by the researcher directly from the research subject (i.e. self report) solely for research purposes does not require the researcher to follow the HIPAA Privacy Rule because that information is not being obtained from a ‘covered entity’ (i.e., a health care provider [e.g., medical records; physician], health plan, or health care clearinghouse).  On the other hand, if researchers are not obtaining medical record information but are placing research results into the subject’s medical record, HIPAA compliance is required.  For clarity, several components of the University of Pittsburgh are considered to be covered entities that may be involved in research studies:  patient health care information from the School of Dentistry Clinics or from the Student Health Service; and some staff or student health information in HR/Benefits.  
Also note that individually identifiable health information that is held by anyone other than a covered entity (for example, by an independent researcher not subject to a business associate agreement), is not protected by the Privacy Rule. That information may be used or disclosed to other researchers without regard to the Privacy Rule, although ordinarily, any time identifiable research data are shared with other investigators, the research informed consent document signed by research subjects must clearly identify which researchers or organizations will be receiving the identifiable health information.  Note that if the PHI was initially collected under a HIPAA authorization and subsequently shared with other investigators, those new investigators are bound by the scope of the original authorization.
II. How Can Researchers Use a Privacy Rule Compliant Authorization to Obtain PHI?
To access or use a person’s PHI from a covered entity, researchers must first obtain that person’s signed permission (‘Privacy Rule Authorization’) or a ‘waiver of authorization’ from the IRB.  The focus of this authorization is on what, how, why, and to whom PHI will be used and/or disclosed for research purposes.  Both the HIPAA Privacy Rule and the University of Pittsburgh IRB permit the required elements of the ‘Privacy Rule Authorization’ to be incorporated into the research consent form.  The Privacy Rule mandates that an Authorization contain the following specific core elements and required statements:

A.  Authorization Core Elements: 
· What will be disclosed?  Include a description – as specific as possible – of the PHI that will be used or disclosed 
· Example:  ‘We will collect information from your medical records about disorders related to diabetes (e.g., diagnosis of eye problems) or disorders that could affect your cognitive function (e.g., head injury).
· Why is this information needed by the investigators?  Describe each purpose of the requested disclosure

· Example:  ‘We will use this information to determine whether people diagnosed with diabetes are also  more likely to have certain other conditions (like depression) or medical disorders (like liver kidney disease) that can affect the effectiveness of the study drug.

· Who is requesting the PHI for research purposes?  Ordinarily, this would be the researcher or the research team 

· Example:  ‘We are requesting your permission to review your medical records…’

· Who will receive the PHI?  Ordinarily, this would include the investigators and their research staff, but in addition, may include others.  Turquoise-highlighted text in [brackets] should be modified, as appropriate to the details of your study.  Note:  Investigators may incorporate this information in the section of the consent form that addresses who will have access to research data (for example:  ‘Will anyone know that I am taking part in this study?’), or they may prepare a single paragraph that includes all required HIPAA elements.  
· Example:  ‘The investigators of this research project and their staff members will have access to this information.  In addition, authorized representatives from the University of Pittsburgh Research Conduct and Compliance Office, [and the Sponsor], [the Food and Drug Administration – if applicable, or any other entity that may access identifiable information], may review your health and research information for the purpose of monitoring this study.’ [If this study utilizes UPMC health care services that are billable, add the following]:  ‘Authorized representatives of the UPMC hospitals or affiliated health care providers may also have access to your health information to provide services and address billing and other operational issues.’
· How long is this Authorization valid?  Researcher must specify when this authorization expires.  It is permissible to indicate that this authorization expires at ‘the end of the study’ or ‘for an indefinite period of time.’ 
· Example:  ‘Information may be obtained from your medical records and used by this research team for an indefinite period of time.’
· Dated signature of individual is required.  A single signature and date line can be used if the Authorization is integrated into the Research Consent Form document – a procedure endorsed by the University of Pittsburgh IRB.  Note:  if the individual’s legally authorized representative (LAR) or proxy signs the Authorization, a description of the LAR’s authority to act for the individual must also be provided on the Authorization/Consent document.  Also note that studies that will require the use of a LAR or proxy must comply with the IRB policies on studies involving decisionally impaired persons and must follow the requirements for who can act as the proxy/LAR.  
B.  Authorization Required Statements:

· Required:  A statement of the individual’s right to revoke his/her Authorization and how to do so.  Also, if applicable, state any exceptions to that right to revoke.  Note:  This information may be integrated into the “right to withdraw” section of the consent form (in the example below, this language is highlighted in yellow), but must specifically make reference to the authorization for use and disclosure of the subject’s medical record information, as well as any implications associated with the withdrawal of the authorization (e.g., in certain types of studies that require medical record information, the subject will not be able to participate in the study if the investigators cannot subject withdraws their authorization to use their medical record information).
· Example:  May I withdraw, at a future date, my consent to participate in this study or share my medical record information with the investigators?  ‘You have the right, at any time, to withdraw from participating in this study.  You may also withdraw your permission to allow us to use and disclose health information from your medical records, but if you do, you will not be able to continue to participate in this study {only if applicable}.  You need only provide to the Principal Investigator a written and dated notice of that decision.  Deciding not to participate or withdrawing from the study will not affect your current or future medical care or relationship with any UPMC-affiliated organization, with the University of Pittsburgh, or with any health care insurance provider, nor will you lose any benefits to which you might otherwise be entitled.   However, any identifiable information obtained from you before you withdraw from this study will continue to be used by the investigators, as described above.’
· Required:  Statement indicating whether treatment, payment, enrollment, or eligibility of benefits is conditioned on signing this Authorization.  Note:  This information can be integrated into the ‘right to withdraw’ section, as above.  The relevant section is highlighted above in turquoise.
· Required:  A statement of the potential risk that PHI will be re-disclosed by a recipient.  This may be a general statement that the Privacy Rule may no longer protect health information disclosed to that recipient.  Ordinarily, such a statement would be inserted immediately after the listing of individuals or organizations (other than the researcher) who may have access to the subject’s PHI.  An example of a relevant statement is highlighted below, in gray.
· Example:  ‘The investigators of this research project and their staff members will have access to this information.  In addition, authorized representatives from the University of Pittsburgh Research Conduct and Compliance Office, and the National Institutes of Diabetes, Digestive and Kidney Diseases may review your health and research information for the purpose of monitoring this study. Authorized representatives of the UPMC hospitals or affiliated health care providers may also have access to this information to provide services and address billing and operational issues.  Although all of those organizations have safeguards to protect your privacy, we cannot guarantee the confidentiality of your health information after it has been obtained by those organizations.’

C.  Other Important Considerations:
1.  Can investigators restrict participants’ complete access to their medical record information under certain circumstances?

The Privacy Rule ordinarily permits patients the right to inspect and obtain a copy of their health information, as contained in the medical records maintained by the covered entity.  This means that if the researcher places research data into the medical record (e.g., results from a medical test conducted for research purposes), that information is available to the person if they request it.  One permitted exception to that occurs when the individual is participating in a clinical trial.  In this situation, the Privacy Rule permits the person’s access to medical record information to be suspended while the clinical trial is in progress, but only if the research participant has agreed to this denial of access when they sign the written Research Consent Form to participate in the clinical trial.  In addition, the participant must be informed, as part of the consent process, that their right to access their protected health information will be reinstated at the conclusion of the clinical trial.  
· Note:  If this denial of access is put in place, it is the principal investigator’s responsibility to clearly communicate this restriction to the involved covered entities (e.g., UPMC hospitals and/or affiliated health care providers).  UPMC does not ordinarily permit investigators to include such restrictions, and the investigator must petition the UPMC Privacy Officer and provide to the IRB appropriate documentation that this request has been approved.
· Example:  May I have access to my medical record information resulting from participation in this clinical trial?  ‘As part of this clinical trial, your health information from this research study may be placed in your medical record.  However, the scientific design of this clinical trial requires that we not share that medical information with you during the clinical trial.  Thus, you will not be able to obtain that information until the clinical trial has ended.’
2.  Is an Authorization needed to obtain decedents’ PHI for research?

While UPMC prefers that an authorization from the personal representative or next of kin is provided, the researcher seeking access to decedents’ PHI can access the information by providing the covered entity with a written statement that (1) the use and disclosure is sought solely for research on the PHI of decedents and (2) this PHI is necessary for the purpose of the research.  At the request of the covered entity, the researcher must provide documentation of the death of those individuals whose PHI is being sought.  Note that IRB oversight is not required for those studies in which all PHI and/or specimens are from decedents, but review is required by the Committee for Oversight of Research and Clinical Training Involving Decedents (CORID).  For more information, click here:  http://www.clinicalresearch.pitt.edu/irs/corid/index.cfm.  Note that studies that include PHI and/or specimens from BOTH decedents and living subjects will require IRB review
III. Model ‘Plain Language’ Authorization for Disclosure of PHI, to be Integrated within Research Consent Form
	Required Element


	Example of Text (either for inclusion in a hybrid consent / authorization form or for a ‘stand-alone’ authorization form)

	Who is requesting the PHI for research?
	We are also requesting your authorization or permission to review your medical records

	Why is this information needed?
	to determine whether you meet the conditions for participation in this study, to compare your earlier test results to the findings from this study, and if possible, to use your previous exam results in place of, or in addition to, some of the exams needed for this study. 

	What will be disclosed?
	We will obtain the following information: your diagnosis, age, past medical history, diagnostic procedures, and results of any tissue biopsies or blood tests, including results of genetic tests that were already done as part of your standard evaluation at the Cancer Center.

	Will research data be placed in the medical record?  If yes, describe.
	As part of this research study, some information that we obtain from you will be placed into your medical records held at UPMC, including the results of pregnancy tests (for women of childbearing potential) and other medical tests.

	How long will this information be made available to the researchers?
	This identifiable medical record information will be made available to members of the research team for an indefinite period of time.

	Who (other than the investigators) will receive the PHI, and how will they use it?  Note:  highlighted element must be included in the consent.
	Your medical information, as well as information obtained during this research study, may be shared with other groups, possibly including authorized officials from the Food and Drug Administration, the Cancer Oncology Group, the National Cancer Institute, and the University of Pittsburgh Research Conduct and Compliance Office, for the purpose of monitoring the study.  Authorized representatives of UPMC or affiliated health care providers may also have access to this information to provide services and addressing billing and operational issues.

	Statement of the potential risk that PHI will be re-disclosed by a recipient:
	We will protect your privacy and the confidentiality of your records, as described in this document, but cannot guarantee the confidentiality of your research records, including information obtained from your medical records, once your personal information is disclosed to others outside UPMC or the University.

	How long will this authorization be valid?
	This authorization is valid for an indefinite period of time. 

	Right to revoke authorization; how to revoke:
	However, you can always withdraw your authorization to allow the research team to review your medical records by contacting the investigator listed on the first page and making the request in writing.  

	Implications of revocation of authorization
	If you do so, you will no longer be permitted to participate in this study.  Any information obtained from you up that point will continue to be used by the research team.

	Implications of not signing form
	{note:  this need not be stated in the consent form but must be in the IRB protocol: subjects who do not sign this hybrid consent form (that includes the HIPAA authorization) cannot participate in the study}

	Signature line should include last phrase (highlighted here)
	By signing this form I consent to participate in this research study and provide my authorization to share my medical records with the research team. 


From the IRB’s perspective, there are several different approaches to preparing a consent document.  The simplest is to have a single paragraph, as presented below, that incorporates all of the HIPAA elements, but customized for this particular research study.

*****

We are also requesting your authorization or permission to review your medical records to determine whether you meet the conditions for participation in this study, to compare your earlier test results to the findings from this study, and if possible, to use your previous exam results in place of or in addition to some of the exams needed for this study.  We will obtain the following information: your diagnosis, age, past medical history, diagnostic procedures, and results of any tissue biopsies or blood tests, including results of genetic tests that were already done as part of your standard evaluation at the Cancer Center.  As part of this research study, some information that we obtain from you will be placed into your medical records held at UPMC, including the results of pregnancy tests (for women of childbearing potential) and other medical tests.  This identifiable medical record information will be made available to members of the research team for an indefinite period of time.  Your medical information, as well as information obtained during this research study, may be shared with other groups, possibly including authorized officials from the Food and Drug Administration, the Cancer Oncology Group, the National Cancer Institute, and the University of Pittsburgh Research Conduct and Compliance Office, for the purpose of monitoring the study. Authorized representatives of UPMC or affiliated health care providers may also have access to this information to provide services and addressing billing and operational issues. We will protect your privacy and the confidentiality of your records, as described in this document, but cannot guarantee the confidentiality of your research records, including information obtained from your medical records  once your personal information is disclosed to others outside UPMC or the University.  This authorization is valid for an indefinite period of time.  However, you can always withdraw your authorization to allow the research team to review your medical records by contacting the investigator listed on the first page and making the request in writing.  If you do so, you will no longer be permitted to participate in this study.  Any information obtained from you up that point will continue to be used by the research team.  

By signing this form I consent to participate in this research study and provide my authorization to share my medical records with the research team. 

******

Note that we have highlighted (in bold) certain sections that we feel are key elements the subject should be aware of.  This use of bolding is consistent with our new consent form style.  It is not required, although we believe it does facilitate comprehension.

A second approach, which may be somewhat more challenging for both the investigator and the IRB reviewer, but may produce a consent form that is easier to read from the subject’s perspective, is a ‘hybrid’ consent document, where these key elements are incorporated into other paragraphs of the consent.  When investigators choose to utilize this approach, we recommend that they work closely with the IRB staff to ensure that they have addressed all of the necessary HIPAA elements, and that the reviewing IRB staff can find those elements in the document.
IV. How Can Researchers Obtain Medical Information About Patients to Identify and Recruit Potential Research Participants? 

The HIPAA Privacy Rule permits access to PHI, for the purpose of identifying potential research subjects, under the ‘Preparatory to Research Exception.’  Note, however, that whenever medical records are reviewed for recruitment purposes, that activity is considered by the Office of Human Research Protections (OHRP) to be a research activity that falls under 45 CFR 46.  That is, as described below in Part B of this section, a waiver of consent is required to review medical records and to use information from those medical records for recruitment purposes.

We describe three possible approaches to obtaining and using medical record information as part of the process of recruiting research subjects.  
First, researchers can review medical record information if they meet certain criteria (see ‘B.  Reviewing Medical Records to Identify Potential Subjects’).  
Second, under certain circumstances (see ‘C.  Obtaining Limited Patient PHI and Contact Information from Referring Physician’), researchers can receive, from a referring physician or health care provider, limited health and contact information about a patient who has expressed an interest to the health care provider about the possibility of learning more about a specific research study.  This permits the researcher to contact the patient directly and discuss the study in more detail.  After that contact has been made by the researcher, he or she will be in the position to obtain, if needed, the patient’s signed IRB-approved consent form and HIPAA authorization so that the researcher can review medical records and/or conduct appropriate screening tests.  

Each of these two situations must meet a very explicit requirement inherent in the ‘Preparatory to Research Exception’:  the PHI is not permitted to leave the covered entity.  This means that the researcher who is receiving PHI must be part of the same covered entity that holds the medical records (first approach) or is in the workplace of the referring clinician (second approach).
A third alternative permits the patient’s health care providers to share PHI and contact information with researchers who are not part of the ‘covered entity’ that holds the medical information.  Note, however, this approach requires the signed authorization of the patient (see Section D, below).  
The requirements and limitations of each of these approaches is outlined below, in Parts B - D.
A.  Defining the UPMC Hospital / Covered Entity Workforce

UPMC legal counsel has advised that the following positions are considered to be part of the UPMC hospital / covered entity workforce.

· appropriately credentialed UPMC-privileged professional or staff members who normally have access to medical record information by virtue of their patient care responsibilities

· students in the health care professions (including medical students) who are reviewing medical records under the supervision of an appropriately credentialed UPMC professional

· research personnel, employed by the University of Pittsburgh, who are working under the supervision of a physician or other health care professional who is a member of the UPMC hospital medical staff 

An up-to-date listing of which organizations are part of the UPMC covered entity can be found at   http://www.upmc.com/patients-visitors/privacy-info/Pages/Notice-of-Privacy-practice.aspx#coverage
B.  Reviewing Medical Records to Identify Potential Subjects

Although no ‘waiver of HIPAA Authorization’ is required because the HIPAA Privacy Rule permits such activities under its ‘Preparatory to Research’ provision, a ‘waiver of informed consent’ is needed because the researcher is actually engaged in human subject research according to the federal regulations.  That is, the investigator is obtaining private identifiable information about an individual (thereby meeting the federal definition of ‘human subject’ under 45 CFR 46.102f), and the activity meets the definition of research (45 CFR 46.102d) insofar as the information obtained will be used (potentially) as ‘…part of a systematic investigation, including research development [our emphasis]…designed to develop or contribute to generalizable knowledge.’  Investigators may seek a waiver of informed consent in such cases if they meet the following requirements: Refer to OSIRIS Item 4.7.1. This waiver is only applicable to identify who to approach and cannot be used for medical record screening after the study has already been introduced to patients. 
	1.  Waiver of Consent to Review Medical Records for Recruitment [“Review Waiver”]

	Principal Investigator:  Must be a Pitt or UPMC faculty or staff member

	Medical Record Reviewer:  Must be either (1) a UPMC-privileged professional or staff member who normally has access to medical record information by virtue of their patient care responsibilities, or (2) someone who is otherwise considered part of the UPMC covered entity workforce (including students in the health care professions, and certain research staff members who conduct the medical record review under the supervision of an appropriately credentialed UPMC professional).  The individual conducting the medical record review must be identified in the IRB application, as well as the appropriately credentialed UPMC professional who – if applicable – is supervising the student or staff member. Note:  the UPMC-privileged professional or staff member who is supervising the student’s review of medical records must be listed as a co-investigator.  The study PI need not have access to the medical records.  

	Submission Requirements:  An expedited or full board OSIRIS application needs to be completed, and the ‘Waiver of Consent to Review Medical Records [“Review Waiver”] To Identify Potentially Eligible Subjects for Recruitment into Research Studies’ should be incorporated into the “recruitment” section of the IRB protocol; the waiver justification is in OSIRIS 4.7. 

	Additional Information:  The ‘Preparatory to Research’ provision requires that the researcher include the following statements:  (1)  The use or disclosure is requested solely to review PHI as necessary to prepare a research protocol or for similar purposes (e.g., recruitment) preparatory to research, (2) the PHI will not be removed from the covered entity, and (3) the PHI is necessary for the research.  The IRB Application should include those statements, as well as statements that information obtained as part of this review will not be reused or disclosed to others who are not part of the covered entity, and that all information will be destroyed immediately after it has been used for recruitment purposes.  Records should be reviewed only to obtain the minimal information needed to identify potential subjects as part of an initial recruitment effort.  


C.  Obtaining Limited Patient PHI and Contact Information from Referring Physician so that Researcher Can Subsequently Contact Patient to Describe Research Study (‘Verbal Permission to Share Contact Information with Researcher’)
 Physicians and treating clinicians may provide researchers (who are part of the same covered entity) with a patient’s contact information and limited PHI after the clinician has spoken with the patient about the research study and the patient has expressed a willingness to have the clinician share contact information and PHI with the researcher.  This is not to determine the patient’s eligibility for a study, but merely to permit the researcher to discuss the study with the patient in more detail.  The PHI to be shared with the researcher should be limited to relevant information about the person’s medical diagnosis or condition.  So long as both the referring clinician and the researcher are part of the same covered entity workforce, neither a waiver of the HIPAA Authorization requirement nor a waiver of informed consent is needed (because the clinician is not engaged in a human subject research activity).  However, the referring clinician must document that patient’s verbal permission to allow the clinician to share basic contact information with the researcher.  This must be described in the ‘Recruitment’ section of the IRB protocol (item 4.2).   The documentation requirement can be met with, for example, a notation in the medical record by the clinician, or the completion by the clinician of a form or list indicating that the patient has been briefly apprised of the research and has given the clinician permission to share basic contact information (including diagnosis / condition) with the researcher.
	2.  Verbal Permission to Share Patient’s Contact Information with Researcher for Subsequent Contact

	Principal Investigator:  Must be a Pitt or UPMC faculty or staff member

	Researcher Receiving Contact Information:  Must be a UPMC-privileged professional or staff member who is part of the same covered entity (normally, the UPMC hospital / covered entity workforce) as the referring physician who is providing the patient’s contact information and limited medical information.  Both the researcher(s) receiving the information and the clinician(s) (or practice, or clinic) sharing the patient’s contact information must be identified in the IRB application.  

	Submission Requirements:  An expedited or full board application needs to be completed, and a description of the sharing process should be incorporated into the “recruitment” section of the IRB protocol.  

	Additional Information:  The recruitment section of the IRB protocol should describe how the clinicians will (a) briefly discuss the study with patients, (b) ask them whether they are interested in sharing their diagnosis and contact information with the researcher, (c) document the patient’s permission, and (d) provide the information to the researcher.  If other recruitment strategies will be used (e.g., review of medical records, as discussed in the previous section) that too should be incorporated into the ‘recruitment’ section. 
     Documentation of the patient’s verbal permission to share information is required and it is the clinician’s responsibility to ensure that this done, either by a notation in the medical record, or by completing some other form; this process should be described in the researcher’s IRB protocol.


D.  Obtaining Patient’s Written Authorization to Share Limited PHI and Contact Information For Recruitment when Researcher is not Part of Covered Entity (‘Written Permission to Share Contact Information with Researcher’)

When a researcher is not part of the covered entity that holds medical record information for patients, the HIPAA Privacy Rules require that the clinician obtain the patient’s signed authorization to permit sharing of contact information (and limited PHI) with the researcher.  The requirements are summarized in the Table below, and a simplified template authorization ‘letter’ is provided in a link.
	3.  Written Permission to Share Patient’s Contact Information with Researcher for Subsequent Contact

	Principal Investigator:  Must be a Pitt or UPMC faculty or staff member

	Researcher Receiving Contact Information:  Need not be a UPMC-privileged professional or staff member.   

	Submission Requirements:  An expedited or full board application needs to be completed, and a description of the sharing process should be incorporated into the “recruitment” section of the IRB protocol, along with a copy of the ‘Written authorization form. Note:  the HIPAA Authorization will need to follow the requirements of the covered entity that the patient is being referred from.  

	Additional Information:  The recruitment section of the IRB protocol should describe how the clinicians will (a) briefly discuss the study with patients, (b) ask them whether they are interested in sharing their diagnosis and contact information with the researcher, (c) document the patient’s permission by having them sign the ‘authorization form’ (which in our example is structured as a ‘dear patient’ letter), and (d) provide the information to the researcher.  


E.  Requesting a Waiver of the Requirement for a Written Authorization to Share Contact Information For Recruitment when Researcher is not Part of Covered Entity:  (‘Written Authorization to Share [WAS] Waiver’)

Ordinarily, clinicians who seek to share a patient’s basic contact information with an investigator who is not part of the UPMC Covered Entity / Workforce can do so by asking the patient to review and sign a brief authorization letter (described above).  Unfortunately, there may be occasions where the contact between the clinician and the patient is not face-to-face, but will be limited to a telephone or web-based contact.  In that very limited situation, a waiver of written HIPAA Authorization to share [WAS Waiver] can be requested from the IRB.  This request must be incorporated into the ‘recruitment’ section and the waiver justified in section 2.14.2. It is strictly limited to those situations where clinician (and/or his/her office staff) are telephoning the patient to describe their request for the patient’s authorization to share contact information with a non-UPMC researcher, or are interacting via the web (for example, through HealthTrak).  If the patient agrees, the clinician must document this in the patient’s record.  Note that this request is strictly limited to the sharing of basic contact information; detailed medical record information cannot be provided to the researcher.  

	4.  Waiver of the Requirement for a Written Permission to Share Patient’s Contact Information with Researcher who is not Part of Covered Entity

	Principal Investigator:  Must be a Pitt or UPMC faculty or staff member

	Researcher Receiving Contact Information:  Is not a UPMC-privileged professional or staff member but is a member of the study team.   

	Submission Requirements:  An expedited or full board application needs to be completed, with the justification for the ‘WAS Waiver’ addressed in item 2.14.2 and explained in the recruitment section.

	Additional Information:  The recruitment section of the IRB protocol should describe how the clinicians will (a) briefly discuss the study with patients over the phone [similar to that described in the ‘dear patient’ letter, as described above] or interact via a web-based system such as HealthTrak, (b) ask them whether they are interested in sharing their diagnosis and contact information with the researcher, (c) document the patient’s permission by making a notation in the patient’s record, and (d) provide the information to the researcher.  If other recruitment strategies will be used, that too should be incorporated into the recruitment’ section.


V.  How Can Researchers Conduct Retrospective Medical Record Reviews without obtaining a Signed Authorization? 

The University of Pittsburgh IRB has prepared a guidance document http://www.irb.pitt.edu/Exempt/ExemptCategories/Retrospective.aspx that describes three somewhat different approaches to obtaining approval to (a) conduct a retrospective medical record review and (b) obtain a waiver of the HIPAA Privacy Rule requirement for a signed Authorization (hereafter referred to as ‘HIPAA Authorization Waiver’).  This section provides only a summary overview of relevant elements; we refer readers to the actual guidance document for a detailed justification and full discussion of these issues.

We identify three broad classes of retrospective medical review reviews, each of which requires a different application process to be fully consistent with all regulatory requirements.

	Study Type A:  Retrospective study with no personal identifiers or linkage codes recorded by investigator 

	Principal Investigator:  Must be a UPMC-privileged professional or staff member who normally has access to medical record information by virtue of their patient care responsibilities.  Students in the health care professions (including medical students) can conduct these retrospective reviews under the supervision of an appropriately credentialed UPMC professional.  

	Data:  Must all be in existence at the time of the IRB submission, and must be related in some way to PI’s patient care responsibilities.

	Submission Process:  Exempt application “Medical Record Review by Investigator with Patient Care Responsibilities”  http://www.irb.pitt.edu/Exempt/Forms/Med%20RecRvwHIPAAWaiv101405.doc 

	Additional Information:  The request for the ‘Waiver of HIPAA authorization’ is embedded within the exempt application.  A series of Frequently Asked Questions addresses many issues raised by investigators conducting these types of studies.  http://www.irb.pitt.edu/Exempt/FAQ2.htm#Q1 


	Study Type B:  Medical Record Review with personal identifiers and/or linkage codes recorded by investigator

	Principal Investigator:  Must be a UPMC-privileged professional or staff member who normally has access to medical record information by virtue of their patient care responsibilities.  Students in the health care professions (including medical students) can conduct these reviews under the supervision of an appropriately credentialed UPMC professional.  

	Data:  Patient identifiers may be recorded in order to link patient information obtained from multiple databases, and/or to link existing patient information with new patient information.  All medical record information must be related in some way to PI’s patient care responsibilities.

	Submission Process:  Expedited application that incorporates a ‘Waiver of HIPAA Authorization’ (OSIRIS 2.14.2), and a ‘Waiver of consent’ (OSIRIS 4.7.1).

	


	Study Type C:  Medical Record Review study using a UPMC-Certified  Honest Broker System

	Principal Investigator:  An individual who does not qualify for access under any of the above cases.  

	Data:  Must be de-identified (either HIPAA ‘safe harbor’ complete de-identification or, with appropriate justification, a ‘limited data set’).  All data need not be in existence at the time of this submission (use of honest broker permits this study to meet criteria for ‘no human subjects involvement’ [45 CFR 46.102.f]).

	Submission Process:  Exempt application “Medical Record Review with Honest Broker” http://www.irb.pitt.edu/Exempt/Forms/MedRecRvwHB101405.doc 

	Additional Information:  A certified honest broker must sign the IRB application form.  The certified honest broker must be part of UPMC and must be approved by the UPMC Privacy Officer and IRB.  To learn more about Certified Honest Broker Systems,  click http://www.irb.pitt.edu/hipaa/HBappl.doc
If investigators require dates and/or geographical data (e.g., city; ZIP code) from the medical record, a ‘limited data set’ can be requested by completing a ‘UPMC Data Use Agreement For Limited Data Sets’ http://www.irb.pitt.edu/hipaa/DataUseAgreement.doc and submitting it with the IRB application.


VI.
Activities Preparatory to Research

A. Preparing a research protocol and/or assisting in the development of a research hypothesis by reviewing medical records

Investigators often need basic information from medical records as they begin to plan a research study (for example, answering a question like ‘how many patients have such and such a disease and meet certain other characteristics?’).  So long as this information is not used to recruit subjects directly, and so long as identifiable information is not recorded by the investigators, no IRB application is required (because this very limited ‘preparatory to research’ activity is not considered to be research according to 45 CFR 46.102d).  Nevertheless, investigators must complete the following form to obtain access to the medical records:  ‘UPMC HIPAA Research Agreement:  PHI Usage for Reviews Preparatory to Research.’  http://www.irb.pitt.edu/hipaa/ResearchAgreement.doc.  This form should be submitted not to the IRB, but to the appropriate UPMC Health Information Management Department or the individual designated by the covered entity to receive such information to access PHI / Medical Records.
Note:  Researchers cannot remove any PHI from UPMC in the course of this medical record review.  Ordinarily, the kind of information obtained by an investigator during this activity would consist primarily of a summary of numbers of patients having certain characteristics (e.g., ‘85 male patients with type 2 diabetes, 45 to 60 years of age, diagnosed after the age of 40, and seen in the hospital in the past 3 years’).  This approach cannot be used for recruitment of subjects.  Recruitment activities require that investigators request a ‘Waiver of consent to review medical records for recruitment,’ as described above.  
VII.
HIPAA Training Requirements

Before accessing medical records for research purposes, all researchers (and this includes not only investigators but all research staff) must complete the ‘HIPAA Researchers Privacy Requirements’ module (formerly module 6) that can be accessed on the ‘Internet-Based Studies in Education and Research’:  

https://cme.hs.pitt.edu/servlet/IteachControllerServlet?actiontotake=loadmodule&moduleid=1662.  Failure to do so may result in the IRB immediately suspending study approval.
VIII.
Frequently Asked Questions

The complexity of HIPAA-related issues has led to multiple listings of ‘Frequently Asked Questions.’  

1.
FAQs addressing the Pitt IRB Exempt Application to Conduct a Medical Record Review by an Investigator with Patient Care Responsibilities  http://www.irb.pitt.edu/Exempt/Forms/FAQs-retrospective.doc 

2.
FAQs focusing on HIPAA, coordinating center, and research use of PHI:  http://www.irb.pitt.edu/hipaa/hipaa_faq.htm 
3.
General FAQs compiled by NIH : http://privacyruleandresearch.nih.gov/faq.asp 
IX.
Useful Resources

The following NIH webpage provides a wealth of information on the HIPAA Privacy Rule.  http://privacyruleandresearch.nih.gov/ 

Of particular value is the NIH fact sheet titled “Institutional Review Boards and the HIPAA Privacy Rule” http://privacyruleandresearch.nih.gov/pdf/IRB_Factsheet.pdf 

Also of value is a similar NIH booklet developed explicitly for researchers, titled “Protecting Personal Health Information in Research:  Understanding the HIPAA Privacy Rule.”  http://privacyruleandresearch.nih.gov/pdf/HIPAA_Booklet_4-14-2003.pdf 
The UPMC Policy and Procedure Manual (POLICY: HS-RS0001; INDEX TITLE:  Research) summarizes institutional policies relevant to the HIPAA Privacy Rule:  “Use and Disclosure of Protected Health Information (PHI) for Research Purposes Pursuant to the HIPAA Privacy Rules.” In addition, UPMC has policies specific to accessing ePHI for researchers, UPMC Policy HS-RS0005.
Written Permission to Share Contact Information with Researcher
[should be on referring physician’s letterhead, or on UPMC letterhead]
Dear Patient,

My staff and I frequently work closely with researchers from UPMC and the University of Pittsburgh to help identify patients who may be eligible to participate in various types of research studies.  An investigator at {name of institution:  e.g., Pitt, UPMC; Graduate School of Public Health; School of Health Related Professions, etc.}, Dr. {name of investigator} is conducting a study on {briefly describe study}.  My staff or I have provided you with a very brief description of this study and you have expressed a willingness to allow us to share your contact information and some very basic health information about you (primarily your medical condition) with that investigator’s research team.  

Before we can do so, however, the HIPAA Privacy Rule requires us to obtain your authorization, in writing.  Thus, if you are still willing to allow us to share contact information with the researcher, we would like you to sign the authorization below.  This will permit a member of the research team to contact you and provide you with more information about the study.

I agree to permit my doctor’s health care staff to share the following information with Dr. {name of investigator} who is conducting a study titled {name of study}.  This is what will be transmitted to the investigator:

· My contact information (name, address, telephone number, best time to call) so that a member of the investigator’s research team can contact me

· My medical diagnosis (which suggests I might be eligible to participate in the study).
I am not obligated to participate in the study, and in fact, I am not obligated to sign this authorization form.  If I change my mind after I sign the form, I can send a note to the investigator at {investigator’s address}and my contact and health information will be destroyed immediately. Whether I do, or do not, sign will not affect my treatment in your clinic, nor will it affect my current or future relationship with my health care providers, UPMC, or the University of Pittsburgh.  

Information about me will be kept as confidential as possible, and it will be shared only once, with this group of researchers.  No additional information about me will be shared (that is, this authorization will expire immediately after the information is shared).  

I therefore agree to allow you to share my information with the researcher.

Name:  __________________  Signature:  ____________________  Date:  __________

Address:  _____________________________; Phone: ______________; 

Best time to call:  ______________________________
Checklist for Incorporating Elements for a HIPAA Authorization into a Consent Form
Please check to ensure that each element of the required HIPAA Authorization is included in this consent form.  If investigators are completing this form, they should indicate the location of each element, either by line number or by paragraph heading.
 FORMCHECKBOX 
  Who is requesting the PHI for research?  Lines       
 FORMCHECKBOX 
  Why is this information needed?  Lines       
 FORMCHECKBOX 
  What will be disclosed?  Lines       
 FORMCHECKBOX 
  Will research data be placed in the medical record?  If yes, describe.  Lines      
 FORMCHECKBOX 
  How long will this information be made available to researchers?  Lines       
 FORMCHECKBOX 
  Who (other than the investigators) will receive the PHI, and how will they use it?  

Lines       
 FORMCHECKBOX 
  Statement of the potential risk that PHI will be re-disclosed by a recipient.  Lines       
 FORMCHECKBOX 
  How long will this authorization be valid?  Lines       
 FORMCHECKBOX 
  Right to revoke authorization: Lines       
 FORMCHECKBOX 
  How to revoke authorization:  Lines       
 FORMCHECKBOX 
  Implications of revocation of authorization:  Lines       
 FORMCHECKBOX 
  Implications of not signing authorization:  Lines       
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